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B
e

fo
re

 w
e

 sta
rt, a

 b
rie

f o
ve

r vie
w

 o
f IS &

 E
W

. IS&
T

 d
o

e
sn

’t u
su

a
lly d

e
a

l w
ith

 e
le

ctro
n

ic 

w
a

rfa
re

;
h

o
w

e
ve

r th
e

y d
o

 d
e

a
l w

ith
 in

fo
rm

a
tio

n
 se

cu
rity; w

h
ich

 is re
la

te
d

 to
 in

fo
rm

a
tio

n
 

w
a

rfa
re

;
h

o
w

e
ve

r th
e

y d
o

 d
e

a
l w

ith
 in

fo
rm

a
tio

n
 se

cu
rity; w

h
ich

 is re
la

te
d

 to
 in

fo
rm

a
tio

n
 

w
a

rfa
re

, a
n

d
 th

e
re

fo
re

 E
W

.

O
n

e
 ca

n
 a

rg
u

e
 th

a
t m

a
n

y E
W

 syste
m

s a
re

 in
fo

rm
a

tio
n

 syste
m

s; th
e

y co
m

p
rise

 o
f h

a
rd

w
a

re
, 

so
ftw

a
re

/firm
w

a
re

, a
n

d
 p

e
rsw

a
re

(o
p

e
ra

to
rs), ju

st like
 in

fo
rm

a
tio

n
 syste

m
s.  In

te
llige

n
ce

 

ga
th

e
rin

g
 syste

m
s p

ro
vid

e
 in

fo
rm

a
tio

n
 to

 a
id

 a
n

a
lysis a

n
d

 d
e

cisio
n

s; a
n

d
 to

 id
e

n
tify 

co
n

ta
cts/sig

n
a

ls b
y th

e
ir E

M
 ch

a
ra

cte
ristics m

e
a

n
s th

e
re

 is so
m

e
 fo

rm
 o

f in
fo

rm
a

tio
n

 

sto
ra

ge
.

In
fo

rm
a

tio
n

 syste
m

s ca
n

 p
ro

vid
e

 sp
e

ctru
m

 co
n

tro
l –

th
e

re
 ca

n
 b

e
 d

a
ta

b
a

se
s fo

r th
e

 

re
stricte

d
 fre

q
u

e
n

cie
s, o

r p
ro

vid
e

 h
ig

h
e

r d
e

g
re

e
s o

f sp
e

ctru
m

 co
n

tro
l, su

ch
 a

s th
e

 

Sp
e

ctru
m

 X
X

I syste
m

 a
n

d
 th

e
 n

e
w

e
r G

E
M

SIS, w
h

ich
 ca

n
 sca

n
 th

e
 E

M
 sp

e
ctru

m
 in

 re
a

l-tim
e

, 

a
n

d
 a

llo
ca

te
 ava

ila
b

le
 fre

q
u

e
n

cie
s.
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In
fo

rm
a

tio
n

 w
a

rfa
re

 ca
n

b
e

 d
e

fin
e

d
 to

 a
ctivitie

s th
a

t a
tta

ck o
r d

e
fe

n
d

 

in
fo

rm
a

tio
n

, in
fo

rm
a

tio
n

-b
a

se
d

 p
ro

ce
sse

s a
n

d
 in

fo
rm

a
tio

n
 syste

m
s in

 th
e

 
in

fo
rm

a
tio

n
, in

fo
rm

a
tio

n
-b

a
se

d
 p

ro
ce

sse
s a

n
d

 in
fo

rm
a

tio
n

 syste
m

s in
 th

e
 

p
h

ysica
l, in

fo
rm

a
tio

n
 a

n
d

 co
g

n
itive

 d
o

m
a

in
s.

E
le

ctro
n

ic w
a

rfa
re

 is d
e

n
yin

g
 th

e
 e

n
e

m
y u

se
 o

f th
e

 E
M

 sp
e

ctru
m

 a
n

d
 p

re
se

rvin
g

 it fo
r o

n
e

’s 

o
w

n
 u

se
. Tra

d
itio

n
a

lly b
a

se
d

 o
n

 R
F e

le
ctro

n
ic co

u
n

te
rm

e
a

su
re

s a
n

d
 co

u
n

te
r-co

u
n

te
r 

m
e

a
su

re
s.

5

In
te

llige
n

ce
 B

a
se

d
 W

a
rfa

re
 (IB

W
) –

m
a

xim
ise

 in
te

lga
th

e
rin

g
, a

sse
ssm

e
n

t &
 d

isse
m

in
a

tio
n

 

p
ro

ce
sse

s &
 d

e
g

ra
d

e
 th

o
se

 o
f th

e
 a

d
ve

rsa
ry.

p
ro

ce
sse

s &
 d

e
g

ra
d

e
 th

o
se

 o
f th

e
 a

d
ve

rsa
ry.

In
fo

rm
a

tio
n

In
fra

stru
ctu

re
 W

a
rfa

re
 (IIW

) –
p

ro
te

ct o
n

e
’s in

fra
stru

ctu
re

 w
h

ile
 e

xp
lo

itin
g

 a
n

d
 

a
tta

ckin
g

 th
e

 e
n

e
m

y
’s.

C
o

m
m

a
n

d
 &

 C
o

n
tro

l W
a

rfa
re

 (C
2

W
) –

e
ffe

ctive
ly co

m
m

a
n

d
 a

n
d

 co
n

tro
l o

n
e

s fo
rce

s, w
h

ilst 

h
in

d
e

rin
g th

e
 o

p
p

o
sitio

n
s a

b
ilitie

s.

N
e

tw
o

rk W
a

rfa
re

 (N
W

) –
a

tta
cks th

e
 e

n
e

m
y

’s in
fo

rm
a

tio
n

 n
e

tw
o

rks w
h

ilst p
ro

te
ctin

g
 o

n
e

’s 

o
w

n
.

E
le

ctro
n

ic W
a

rfa
re

 (E
W

) –
a

lre
a

d
y b

e
e

n
 d

iscu
sse

d
.

P
sych

o
lo

g
ica

l O
p

e
ra

tio
n

s (P
SYO

P
s) –

a
im

s to
 a

lte
r p

e
rce

p
tio

n
 a

n
d

 u
ltim

a
te

ly b
e

h
avio

u
r o

f 

a
n

 a
u

d
ie

n
ce

 to
 favo

u
r o

n
e

’s o
b

je
ctive

s, a
n

d
 co

u
n

te
r sim

ila
r o

p
e

ra
tio

n
s b

y th
e

 e
n

e
m

y.

[click] T
h

e
 g

ro
u

p
in

g
 o

f N
W

, E
W

+
P

SYO
P

s ca
n

 b
e

 se
e

n
 a

s w
e

a
p

o
n

s, w
h

ich
 a

re
 u

se
d

 to
 cre

a
te

 

‘e
ffe

cts’ i.e
. a

tta
ck, th

e
 g

ro
u

p
in

g
 o

f IB
W

, IIW
, C

2
W

.  W
ill fo

cu
s m

a
in

ly o
n

 E
W

, N
W

, a
n

d
 IIW

.
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O
fte

n
 th

e
re

 is co
n

fu
sio

n
 a

b
o

u
t

th
e

 d
iffe

re
n

t te
rm

in
o

lo
g

ie
s –

so
m

e
 th

in
k th

a
t E

le
ctro

n
ic 

W
a

rfa
re

 a
n

d
 In

fo
rm

a
tio

n
 W

a
rfa

re
 a

re
 th

e
 sa

m
e

 th
in

g
, o

r th
a

t th
e

 co
m

b
in

a
tio

n
 o

f N
e

tw
o

rk  
W

a
rfa

re
 a

n
d

 In
fo

rm
a

tio
n

 W
a

rfa
re

 a
re

 th
e

 sa
m

e
 th

in
g

, o
r th

a
t th

e
 co

m
b

in
a

tio
n

 o
f N

e
tw

o
rk  

W
a

rfa
re

 a
n

d
 E

le
ctro

n
ic W

a
rfa

re
 is cyb

e
rw

a
r; 

[click]  th
is is n

o
t th

e
 ca

se
.

[click]  IW
 is a

 m
u

ch
 b

ro
a

d
e

r d
iscip

lin
e

, a
n

d
 a

s it a
lso

 co
ve

rs th
e

 co
g

n
itive

 d
o

m
a

in
, it is n

o
t 

lim
ite

d
 to

 o
p

e
ra

tio
n

s b
a

se
d

 o
n

 e
le

ctro
n

ic e
q

u
ip

m
e

n
t; a

s su
ch

 E
W

 is o
n

ly a
 su

b
se

t o
f IW

. E
W

 

m
issio

n
 a

re
a

 e
xists in

 th
e

 E
M

 Sp
e

ctru
m

, w
h

e
re

a
s N

W
 e

xists in
 th

e
 in

fo
rm

a
tio

n
 n

e
tw

o
rks &

 

cyb
e

rsp
a

ce
. T

h
e

re
 is a

n
 o

ve
rla

p
 b

e
tw

e
e

n
 th

e
se

 d
o

m
a

in
s, h

o
w

e
ve

r it is sm
a

ll, so
 th

a
t 

cyb
e

rsp
a

ce
 ca

n
n

o
t in

co
rp

o
ra

te
 th

e
 E

W
 m

issio
n

 a
re

a
 a

n
d

 vice
 ve

rsa
. 

7

T
h

e
re

a
re

 a
lso

 sim
ila

ritie
s in

 co
n

ce
p

ts b
e

tw
e

e
n

 so
m

e
 p

illa
rs –

th
e

 e
xa

m
p

le
 h

e
re

 is th
e

 

p
a

ra
lle

l ta
ctics in

 E
W

 a
n

d
 N

W
, a

n
d

 so
m

e
 o

f th
e

se
 ta

ctics m
ay a

p
p

ly to
, o

r a
ffe

ct, 
p

a
ra

lle
l ta

ctics in
 E

W
 a

n
d

 N
W

, a
n

d
 so

m
e

 o
f th

e
se

 ta
ctics m

ay a
p

p
ly to

, o
r a

ffe
ct, 

In
fra

stru
ctu

re
 W

a
rfa

re
, C

o
m

m
a

n
d

 a
n

d
 C

o
n

tro
l W

a
rfa

re
 o

r In
te

llige
n

ce
-B

a
se

d
 W

a
rfa

re
.

Fro
m

 to
p

 to
 b

o
tto

m
: d

e
n

y th
a

t in
fo

rm
a

tio
n

 ga
th

e
rin

g
 o

r d
isse

m
in

a
tin

g
 m

e
d

iu
m

 b
y 

ja
m

m
in

g
/D

O
S a

tta
ck –

w
h

ich
 w

ill co
n

se
q

u
e

n
tly a

ffe
ct th

e
 e

n
e

m
y

’s in
fra

stru
ctu

re
 a

n
d

 

in
te

llige
n

ce
/co

m
m

a
n

d
 a

b
ilitie

s.

D
e

co
ys a

n
d

 D
e

ce
p

tio
n

, w
ill p

ro
vid

e
 fa

lse
 o

r co
n

flictin
g

 in
fo

rm
a

tio
n

 to
 h

in
d

e
r th

e
 d

e
cisio

n
 

cycle
.

P
ro

vid
e

 id
e

n
tifica

tio
n

 m
e

th
o

d
s, co

n
ce

a
l yo

u
r p

re
se

n
ce

, w
a

rn
 o

f e
n

e
m

y th
re

a
ts, ga

th
e

r 

in
te

llige
n

ce
, a

n
d

 su
p

p
o

rt p
ro

vid
e

 su
p

p
o

rt to
 th

e
se

 a
n

d
 o

th
e

r o
p

e
ra

tio
n

s.
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O
th

e
r e

xa
m

p
le

s o
f a

 p
illa

r cre
a

tin
g

 a
n

 a
ffe

ct
in

 a
n

o
th

e
r’s d

o
m

a
in

 ca
n

 b
e

:

[R
e

a
d

 fro
m

 slid
e

]

9

A
s th

e
re

 a
re

 p
a

ra
lle

ls
in

 ta
ctics, a

n
d

 p
illa

rs ca
n

 cre
a

te
 a

ffe
cts in

 th
e

 d
o

m
a

in
s o

f th
e

 o
th

e
r 

fu
n

ctio
n

a
l a

re
a

s; th
e

re
fo

re
 th

e
re

 a
re

 o
ve

rla
p

s in
 th

e
 va

rio
u

s m
issio

n
 a

re
a

s. T
h

is m
ay re

su
lt 

fu
n

ctio
n

a
l a

re
a

s; th
e

re
fo

re
 th

e
re

 a
re

 o
ve

rla
p

s in
 th

e
 va

rio
u

s m
issio

n
 a

re
a

s. T
h

is m
ay re

su
lt 

in
 a

d
d

itio
n

a
l e

q
u

ip
m

e
n

t d
e

sig
n

 co
n

sid
e

ra
tio

n
s, th

e
 n

e
e

d
 fo

r e
q

u
ip

m
e

n
t w

ith
 n

e
w

 o
r 

e
xte

n
d

e
d

 ca
p

a
b

ilitie
s (su

ch
 a

s th
e

 IE
D

 ja
m

m
e

rs
in

 Ira
q

 a
n

d
 A

fg
h

a
n

ista
n

).

T
h

e
se

 o
ve

rla
p

s m
ay a

lso
 a

lte
r th

e
 w

ay co
n

flicts a
re

 co
n

d
u

cte
d

; th
e

y m
ay in

tro
d

u
ce

 n
e

w
 

va
ria

b
le

s, o
r m

o
d

ify a
n

d
 e

xp
a

n
d

 e
xistin

g
 o

n
e

s. T
h

is w
ill th

e
n

 in
 tu

rn
 re

q
u

ire
 m

o
re

 

a
d

a
p

ta
tio

n
s to

 ch
a

n
ge

s in
 e

q
u

ip
m

e
n

t to
 m

e
e

t th
e

 n
e

w
 re

q
u

ire
m

e
n

ts.

1
0



To
 a

sse
ss th

e
 p

o
ssib

ilitie
s

fo
r th

e
 fu

tu
re

 ro
le

s o
f E

W
, w

e
 first n

e
e

d
 to

 a
tte

m
p

t to
 p

re
d

ict th
e

 

ch
a

n
ge

s in
 co

n
flict th

a
t m

ay o
ccu

r. B
y lo

o
kin

g
 a

t th
e

 u
se

 o
f te

ch
n

o
lo

g
y in

 co
n

flicts o
ve

r th
e

 
ch

a
n

ge
s in

 co
n

flict th
a

t m
ay o

ccu
r. B

y lo
o

kin
g

 a
t th

e
 u

se
 o

f te
ch

n
o

lo
g

y in
 co

n
flicts o

ve
r th

e
 

la
st 1

5
ye

a
rs, it m

ay b
e

 p
o

ssib
le

 to
 e

xtra
p

o
la

te
 tre

n
d

s to
 th

e
 fu

tu
re

.

1
1

T
h

e
 g

ra
p

h
sh

o
w

s th
e

 n
u

m
b

e
r o

f a
rm

e
d

 co
n

flicts in
 th

e
 la

st 1
5

 ye
a

rs; th
e

re
 w

a
s a

 ge
n

e
ra

l 

d
e

cre
a

se
 u

n
til 2

0
0

3
, re

ce
n

tly th
e

 tre
n

d
 h

a
s ch

a
n

ge
d

 a
n

d
 h

a
s sh

o
w

n
 a

n
 in

cre
a

se
. T

h
e

 
d

e
cre

a
se

 u
n

til 2
0

0
3

, re
ce

n
tly th

e
 tre

n
d

 h
a

s ch
a

n
ge

d
 a

n
d

 h
a

s sh
o

w
n

 a
n

 in
cre

a
se

. T
h

e
 

n
u

m
b

e
r o

f w
a

rs (d
e

fin
e

d
 b

y th
e

 n
u

m
b

e
r o

f ca
su

a
ltie

s e
xce

e
d

in
g

 1
0

0
0

 in
 a

 ca
le

n
d

a
r ye

a
r) 

h
a

s re
m

a
in

e
d

 sta
b

le
, ye

t th
e

 n
u

m
b

e
r o

f m
in

o
r co

n
flict is in

cre
a

sin
g

.

1
2



T
h

e
re

w
a

s a
 p

re
d

o
m

in
a

te
 (a

n
d

 e
ffe

ctive
) u

se
 o

f ce
ll-p

h
o

n
e

s a
n

d
 ch

e
a

p
 2

-w
ay ra

d
io

s th
a

t 

w
e

re
 u

se
d

 fo
r in

te
llige

n
ce

 a
n

d
 C

2
 p

u
rp

o
se

s. T
h

is p
re

se
n

te
d

 a
 p

ro
b

le
m

 to
 th

e
 U

S fo
rce

s a
s 

w
e

re
 u

se
d

 fo
r in

te
llige

n
ce

 a
n

d
 C

2
 p

u
rp

o
se

s. T
h

is p
re

se
n

te
d

 a
 p

ro
b

le
m

 to
 th

e
 U

S fo
rce

s a
s 

th
e

ir so
p

h
istica

te
d

 e
q

u
ip

m
e

n
t w

a
s n

o
t d

e
sig

n
e

d
/ca

p
a

b
le

 o
f d

e
a

lin
g

 w
ith

 th
e

 ‘lo
w

-te
ch

’ o
f 

th
e

 So
m

a
lis. T

h
e

re
 w

a
s a

lso
 a

n
 e

ffe
ctive

 u
se

 o
f th

e
 m

e
d

ia
; th

e
 b

o
d

ie
s o

f U
S se

rvice
m

a
n

 

w
e

re
 d

ra
g

ge
d

 in
 fro

n
t o

f th
e

 C
N

N
 ca

m
e

ra
s –

th
e

se
 im

a
ge

s se
n

t sh
o

ckw
ave

s a
n

d
 e

ffe
ctive

ly 

re
su

lte
d

 in
 th

e
 U

S w
ith

d
ra

w
a

l fro
m

 So
m

a
lia

.

T
h

e
 ge

n
o

cid
e

s a
n

d
 re

la
te

d
 civil w

a
rs in

 A
frica

 u
su

a
lly h

ave
 a

 ‘lo
w

-te
ch

’ im
p

le
m

e
n

ta
tio

n
; 

a
ga

in
 civilia

n
 m

e
d

ia
 b

ro
a

d
ca

sts w
e

re
 u

se
d

, th
is tim

e
 to

 in
stiga

te
 th

e
 vio

le
n

ce
 a

n
d

 

d
isse

m
in

a
te

 h
a

te
 m

e
ssa

ge
s.

1
3

W
h

e
n

 te
n

sio
n

s e
sca

la
te

d
 to

 co
n

flict, E
th

io
p

ia
a

n
d

 E
ritre

a
 su

rp
risin

g
ly fie

ld
e

d
 a

d
va

n
ce

d
 

m
o

d
e

rn
 e

q
u

ip
m

e
n

t, m
a

in
ly E

a
ste

rn
-b

lo
ck e

q
u

ip
m

e
n

t, in
 la

rge
 sca

le
 fo

rce
-o

n
-fo

rce
 co

n
flicts. 

m
o

d
e

rn
 e

q
u

ip
m

e
n

t, m
a

in
ly E

a
ste

rn
-b

lo
ck e

q
u

ip
m

e
n

t, in
 la

rge
 sca

le
 fo

rce
-o

n
-fo

rce
 co

n
flicts. 

T
h

is illu
stra

te
s th

e
 u

n
p

re
d

icta
b

ility o
f co

n
flicts –

th
e

se
 a

re
 tw

o
 o

f th
e

 p
o

o
re

r n
a

tio
n

s, ye
t 

th
e

y d
e

p
lo

ye
d

 so
m

e
 o

f th
e

 m
o

st a
d

va
n

ce
d

 e
q

u
ip

m
e

n
t o

n
 th

e
 co

n
tin

e
n

t.

K
o

so
vo

 h
a

s b
e

e
n

 d
e

scrib
e

d
 a

s a
 virtu

a
l w

a
r; th

e
 m

a
jo

rity o
f th

e
 co

n
flict w

a
s a

e
ria

l 

b
o

m
b

a
rd

m
e

n
t b

y th
e

 N
A

TO
 fo

rce
s, u

sin
g

 m
o

d
e

rn
 ta

rge
tin

g
, co

m
m

u
n

ica
tio

n
s a

n
d

 C
2

 

syste
m

s. T
h

e
 m

e
d

ia
 p

laye
d

 a
 h

u
ge

 ro
le

; th
is w

a
s o

n
e

 o
f th

e
 first tru

e
 ‘m

e
d

ia
 w

a
rs’. Lo

w
-

sca
le

 cyb
e

ra
tta

cks
(w

e
b

 d
e

fa
ce

m
e

n
ts b

y su
p

p
o

rte
rs) a

lso
  m

a
d

e
 th

e
ir a

p
p

e
a

ra
n

ce
. T

h
is w

a
s 

a
lso

 a
n

 in
fra

stru
ctu

re
 w

a
r; b

rid
ge

s a
n

d
 tra

n
sp

o
rt ro

u
te

s w
e

re
 a

tta
cke

d
, b

ro
a

d
ca

stin
g

 

in
fra

stru
ctu

re
 w

a
s a

tta
cke

d
 to

 lim
it p

ro
p

a
ga

n
d

a
, a

n
d

 th
e

 p
o

w
e

r in
fra

stru
ctu

re
 w

a
s a

tta
cke

d
 

w
ith

 sp
e

cia
lise

d
 w

e
a

p
o

n
s to

 cre
a

te
 ‘te

m
p

o
ra

ry
’ o

u
ta

ge
s.

1
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B
o

th
 A

fg
h

a
n

ista
n

a
n

d
 Ira

q
 ca

m
p

a
ig

n
s sta

rte
d

 a
s h

ig
h

-te
ch

 co
n

ve
n

tio
n

a
l w

a
rs, w

ith
 

in
cre

a
se

d
 m

e
d

ia
 in

vo
lve

m
e

n
t th

ro
u

g
h

 e
m

b
e

d
d

e
d

 jo
u

rn
a

lists, a
n

d
 th

e
 p

ro
p

a
ga

n
d

a
 o

f th
e

 
in

cre
a

se
d

 m
e

d
ia

 in
vo

lve
m

e
n

t th
ro

u
g

h
 e

m
b

e
d

d
e

d
 jo

u
rn

a
lists, a

n
d

 th
e

 p
ro

p
a

ga
n

d
a

 o
f th

e
 

Ta
lib

a
n

 &
 Ira

q
i re

g
im

e
s. A

fte
r th

e
 re

g
im

e
s w

e
re

 to
p

p
le

d
, th

e
 co

n
flict co

n
tin

u
e

d
, w

h
e

re
 

‘re
sista

n
ce

’ m
o

ve
m

e
n

ts a
tta

ck th
e

 o
ccu

p
yin

g
 fo

rce
s co

n
d

u
ctin

g
 sta

b
ility o

p
e

ra
tio

n
s, u

sin
g

 

a
sym

m
e

tric/te
rro

rist-like
 ta

ctics. T
h

e
 m

o
st e

ffe
ctive

 w
e

a
p

o
n

 e
m

p
lo

ye
d

 th
ro

u
g

h
 th

e
 e

n
tire

 

co
n

flict in
 th

e
 re

g
io

n
 is th

e
 IE

D
 –

m
a

n
y o

f w
h

ich
 a

re
 d

e
to

n
a

te
d

 u
sin

g
 ra

d
io

-co
n

tro
lle

d
 

d
e

vice
s, a

n
d

 in
 p

a
rticu

la
r, ce

ll p
h

o
n

e
s.

T
h

e
 co

n
flicts b

e
tw

e
e

n
 Isra

e
l a

n
d

 th
e

 su
rro

u
n

d
in

g
 n

a
tio

n
s, h

a
s b

e
e

n
 ge

n
e

ra
lly 

a
sym

m
e

tric, w
ith

 ra
id

s a
n

d
 te

rro
rist ta

ctics b
e

in
g

 u
se

d
, a

n
d

 th
e

 o
cca

sio
n

a
l fo

rce
-o

n
-fo

rce
 

co
n

flict. M
o

re
 re

ce
n

tly, th
e

 a
n

ta
go

n
ism

 h
a

s m
o

ve
d

 to
 th

e
 in

te
rn

e
t, w

h
e

re
 h

a
cke

rs o
n

 b
o

th
 

sid
e

s o
f th

e
 co

n
flict u

se
 lo

w
 sca

le
 w

e
b

-d
e

fa
ce

m
e

n
ts. T

h
is is re

p
o

rte
d

 to
 h

ave
 b

e
e

n
 ta

ke
n

 a
 

ste
p

 fu
rth

e
r, w

ith
 th

e
 Isra

e
lis h

a
ckin

g
 in

to
 ce

ll p
h

o
n

e
s a

n
d

 m
e

d
ia

 to
 b

ro
a

d
ca

st P
SYO

P
s 

m
e

ssa
ge

s. T
h

is fu
rth

e
r illu

stra
te

s th
a

t civilia
n

 in
frstru

ctu
re

m
ay b

e
 u

tilise
d

 in
 co

n
flicts.

1
5

T
h

e
 R

u
ssia

n
 in

cu
rsio

n
 in

to
 G

e
o

rg
ia

w
a

s co
n

ve
n

tio
n

a
l w

a
rfa

re
, b

u
t th

is is th
e

 first tim
e

 th
a

t 

in
 co

in
cid

e
d

 w
ith

  stro
n

g
 cyb

e
r-a

tta
cks th

a
t e

ffe
ctive

ly h
in

d
e

re
d

 co
m

m
u

n
ica

tio
n

 w
ith

 th
e

 
in

 co
in

cid
e

d
 w

ith
  stro

n
g

 cyb
e

r-a
tta

cks th
a

t e
ffe

ctive
ly h

in
d

e
re

d
 co

m
m

u
n

ica
tio

n
 w

ith
 th

e
 

o
u

tsid
e

 w
o

rld
, lim

itin
g

 th
e

 flo
w

 o
f in

fo
rm

a
tio

n
 to

 R
u

ssia
n

 so
u

rce
s fo

r th
e

 in
itia

l sta
ge

s o
f 

th
e

 co
n

flict.

In
 2

0
0

7
 th

e
 E

sto
n

ia
n

s fa
ce

d
 co

n
tin

u
o

u
s cyb

e
r a

tta
cks fo

r w
e

e
ks a

fte
r a

n
ge

re
d

 th
e

 R
u

ssia
n

s 

b
y m

o
vin

g
 a

 w
a

r m
e

m
o

ria
l. T

h
e

 p
rim

a
ry ta

rge
ts w

e
re

 fin
a

n
cia

l a
n

d
 go

ve
rn

m
e

n
t. In

 2
0

0
9

, a
 

se
rie

s o
f cyb

e
r-a

tta
cks w

e
re

 d
ire

cte
d

 a
t So

u
th

 K
o

re
a

n
 a

n
d

 U
S go

ve
rn

m
e

n
t 

w
e

b
site

s, fin
a

n
cia

l in
stitu

tio
n

s a
n

d
 o

th
e

r co
m

m
e

rcia
l ve

n
tu

re
s. T

h
e

se
 w

e
re

 n
o

t o
f th

e
 sca

le
 

a
s se

e
n

 in
 E

sto
n

ia
, o

n
ly la

stin
g

 fo
r a

 co
u

p
le

 o
f d

a
ys, ye

t th
e

 a
tta

cks se
e

m
e

d
 to

 o
rig

in
a

te
 

fro
m

 1
6

 co
u

n
trie

s.

A
 se

rie
s o

f b
o

m
b

s ro
cke

d
 C

a
p

e
 To

w
n

 fro
m

 1
9

9
8

, a
 n

u
m

b
e

r o
f th

e
se

 w
e

re
 re

m
o

te
ly 

d
e

to
n

a
te

d
, so

m
e

 u
sin

g
 ce

ll p
h

o
n

e
s. T

h
e

se
 a

re
 th

e
 sa

m
e

 co
n

ce
p

ts a
s th

e
 IE

D
s b

e
in

g
 

cu
rre

n
tly u

se
d

 in
 Ira

q
 &

 A
fg

h
a

n
ista

n
.

T
h

e
 p

o
st-e

le
ctio

n
 d

e
m

o
n

stra
tio

n
s in

 Ira
q

 re
su

lte
d

 in
 a

 m
e

d
ia

-b
la

cko
u

t b
y th

e
 

a
u

th
o

ritie
s, h

o
w

e
ve

r in
fo

rm
a

tio
n

 w
a

s still ava
ila

b
le

 th
ro

u
g

h
 th

e
 in

te
rn

e
t  w

h
e

re
 ce

ll–
p

h
o

n
e

 

im
a

ge
s a

n
d

 vid
e

o
s w

e
re

 u
p

lo
a

d
e

d
. C

e
rta

in
 w

e
b

site
s w

e
re

 e
ve

n
tu

a
lly b

lo
cke

d
 to

 cu
rb

 

th
is, ye

t m
e

ssa
ge

s w
e

re
 still ava

ila
b

le
 th

ro
u

g
h

 Tw
itte

r. T
h

is fu
rth

e
r illu

stra
te

s th
e

 ro
le

 th
a

t 

civilia
n

 in
fra

stru
ctu

re
 m

ay p
lay in

 p
ro

vid
in

g
 a

n
d

 d
isse

m
in

a
tin

g
 in

fo
rm

a
tio

n
 in

 a
 co

n
flict.

1
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Fro
m

 th
e

se
e

xa
m

p
le

s, th
e

re
 a

re
 tw

o
 m

a
in

 te
ch

n
o

lo
g

ica
l ro

u
te

s co
n

flicts ta
ke

;

T
h

e
 lo

w
-te

ch
 ro

u
te

 e
xh

ib
its a

sym
m

e
tric w

a
rfa

re
, im

p
ro

visa
tio

n
 w

ith
 ava

ila
b

le
 

T
h

e
 lo

w
-te

ch
 ro

u
te

 e
xh

ib
its a

sym
m

e
tric w

a
rfa

re
, im

p
ro

visa
tio

n
 w

ith
 ava

ila
b

le
 

e
q

u
ip

m
e

n
t, w

h
ich

 is u
su

a
lly b

a
se

d
 o

n
 civilia

n
 in

fra
stru

ctu
re

, a
n

d
 th

e
re

 is a
 p

o
ssib

ility o
f 

lo
w

-ke
y cyb

e
r w

a
rfa

re
.

T
h

e
 H

ig
h

 te
ch

 ro
u

te
 e

xh
ib

its m
o

re
 co

n
ve

n
tio

n
a

l w
a

rfa
re

 w
ith

 m
o

d
e

rn
/a

d
va

n
ce

d
 

e
q

u
ip

m
e

n
t, w

h
e

re
 n

e
w

 te
ch

n
o

lo
g

ie
s a

re
 in

tro
d

u
ce

d
 a

n
d

 d
e

p
lo

ye
d

. H
e

re
 th

e
re

 is a
 d

e
fin

ite
 

co
n

ve
rge

n
ce

 o
f IC

T
 te

ch
n

o
lo

g
y –

p
a

rticu
la

rly w
ith

 ce
ll-p

h
o

n
e

s a
n

d
 th

e
 in

te
rn

e
t, a

n
d

 

m
a

ssive
 cyb

e
r-a

tta
cks.

H
o

w
e

ve
r b

o
th

 a
re

 e
xh

ib
itin

g
 u

se
 o

f civilia
n

 m
e

d
ia

 a
n

d
 in

fra
stru

ctu
re

.

[C
lick] C

o
n

flicts m
ay tra

n
sitio

n
 b

e
tw

e
e

n
 th

e
 tw

o
 ro

u
te

s; in
 A

frica
 (a

n
d

 K
o

so
vo

) m
a

n
y 

co
n

flicts w
e

re
 in

itia
lly in

te
rn

a
l e

th
n

ic/p
o

litica
l p

ro
b

le
m

s –
so

m
e

 o
f th

e
se

 tra
n

sitio
n

 w
h

e
n

 

in
te

rn
a

tio
n

a
l p

e
a

ce
-ke

e
p

e
rs ge

t in
vo

lve
d

. In
 Ira

q
 &

 A
fg

h
a

n
ista

n
 th

e
 co

n
flict tra

n
sitio

n
e

d
 

fro
m

 fo
rce

-o
n

-fo
rce

 to
 a

sym
m

e
tric d

u
rin

g
 th

e
 ‘sta

b
ility o

p
e

ra
tio

n
s.’ C

o
n

flicts m
ay co

n
ta

in
 

ch
a

ra
cte

ristics o
f b

o
th

, ye
t o

n
e

 ro
u

te
 te

n
d

s to
 d

o
m

in
a

te
.

1
7

C
o

n
flicts

m
ay a

rise
 fo

r a
 n

u
m

b
e

r o
f re

a
so

n
s; th

e
 m

o
st re

ce
n

t te
n

d
 to

 b
e

 

id
e

o
lo

g
ica

l/p
o

litica
l re

a
so

n
s, w

h
ich

 ca
n

 in
clu

d
e

 e
th

n
ic cla

sh
e

s. T
h

e
se

 d
o

 n
o

t n
e

ce
ssa

rily 
id

e
o

lo
g

ica
l/p

o
litica

l re
a

so
n

s, w
h

ich
 ca

n
 in

clu
d

e
 e

th
n

ic cla
sh

e
s. T

h
e

se
 d

o
 n

o
t n

e
ce

ssa
rily 

re
q

u
ire

 p
h

ysica
l h

o
stilitie

s, a
n

d
 m

ay b
e

 lim
ite

d
 to

 e
le

ctro
n

ic/virtu
a

l m
e

th
o

d
s.

T
h

e
y m

ay a
lso

 a
rise

 in
 a

n
 a

tte
m

p
t to

 co
n

tro
l n

a
tu

ra
l re

so
u

rce
s, su

ch
 a

s d
ia

m
o

n
d

s, go
ld

, o
il 

a
n

d
 o

th
e

r stra
te

g
ic m

a
te

ria
ls; th

is w
o

u
ld

 n
e

e
d

 a
n

 o
ccu

p
yin

g
 fo

rce
, a

n
d

 co
u

ld
 th

e
re

fo
re

 

e
xh

ib
it fo

rce
-o

n
-fo

rce
 cla

sh
e

s.

In
 th

e
 fu

tu
re

, a
s in

fo
rm

a
tio

n
 is b

e
co

m
in

g
 a

 stra
te

g
ic re

so
u

rce
 a

n
d

 th
e

 fin
a

n
cia

l se
cto

r is 

b
a

se
d

 o
n

 in
fo

rm
a

tio
n

 a
n

d
 ‘virtu

a
l’ m

o
n

e
y, co

n
flict m

ay a
rise

 o
ve

r e
co

n
o

m
ic re

a
so

n
s –

in
 

th
e

 e
xa

m
p

le
s th

e
 so

m
e

 cyb
e

r a
tta

cks te
n

d
e

d
 to

 fo
cu

s o
n

 b
a

n
kin

g
 in

fra
stru

ctu
re

. 

C
o

n
ce

n
tra

te
d

 a
tta

cks o
n

 th
e

 b
a

n
kin

g
 in

fra
stru

ctu
re

 m
ay re

su
lt in

 fu
rth

e
r h

o
stilitie

s. 

A
n

o
th

e
r  p

o
ssib

ility is e
n

viro
n

m
e

n
ta

l issu
e

s; e
n

viro
n

m
e

n
ta

l e
xtre

m
ists m

ay u
se

 cyb
e

r-

a
tta

cks o
n

 co
rp

o
ra

tio
n

s/n
a

tio
n

s th
e

y p
e

rce
ive

 a
re

 d
a

m
a

g
in

g
 th

e
 e

n
viro

n
m

e
n

t; o
r a

s a
 ra

d
io

 

a
d

ve
rt su

g
ge

sts, co
n

flict m
ay a

rise
 to

 co
n

tro
l fre

sh
 w

a
te

r if p
o

llu
tio

n
 re

a
ch

e
s h

ig
h

 le
ve

ls.

1
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1
9

A
m

a
jo

r a
re

a
 a

ffe
ctin

g
 E

W
 m

issio
n

 is th
e

 in
cre

a
sin

g
 u

se
 o

f civilia
n

 te
ch

n
o

lo
g

y –
sp

e
cia

lise
d

 

IE
D

 ja
m

m
e

rs h
ave

 b
e

e
n

 d
e

sig
n

e
d

 a
n

d
 d

e
p

lo
ye

d
 to

 co
m

b
a

t th
is th

re
a

t. C
ivilia

n
 m

e
d

ia
 

IE
D

 ja
m

m
e

rs h
ave

 b
e

e
n

 d
e

sig
n

e
d

 a
n

d
 d

e
p

lo
ye

d
 to

 co
m

b
a

t th
is th

re
a

t. C
ivilia

n
 m

e
d

ia
 

in
fra

stru
ctu

re
 h

a
s b

e
e

n
 ta

rge
te

d
 d

u
e

 to
 p

ro
p

a
ga

n
d

a
 –

E
W

 m
ay a

lso
 p

lay a
 ro

le
 

h
e

re
, ja

m
m

in
g

 b
ro

a
d

ca
sts in

ste
a

d
 o

f th
e

 p
h

ysica
l d

e
stru

ctio
n

 o
f th

e
 in

fra
stru

ctu
re

.

T
h

e
 a

sym
m

e
tric style

 o
f w

a
rfa

re
, a

n
d

 u
se

 o
f civilia

n
 IC

T
 ra

ise
s th

e
 p

ro
b

le
m

 o
f th

re
a

t 

id
e

n
tifica

tio
n

 a
n

d
 ta

rge
tin

g
; w

h
ich

 sig
n

a
l is a

ctu
a

lly a
 th

re
a

t o
r ju

st a
n

 in
n

o
ce

n
t p

h
o

n
e

 ca
ll? 

If co
n

flicts in
co

rp
o

ra
te

 b
o

th
 h

ig
h

-te
ch

 a
n

d
 lo

w
-te

ch
 so

lu
tio

n
s, E

W
 m

ay n
o

t b
e

 ca
p

a
b

le
 fo

r 

h
a

n
d

lin
g

 b
o

th
, su

ch
 a

s in
 so

m
a

lia
w

h
e

re
 th

e
 sig

in
t/co

m
in

t
e

q
u

ip
m

e
n

t co
u

ld
 n

o
t in

te
rce

p
t 

th
e

 sig
n

a
ls fro

m
 th
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